EBreHnu BetoxuH

MeHeaxep Mo pa3BUTMIO MHPACTPYKTYPHBIX PELLEHN "ﬂ MYJIbTU
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KoprnopatuBHbIx kineHTOB B 0bnake

KJIMEHTOB Ha naatpopme
camoobcnyxuBaHus ActivePlatform
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& S 27018, PCI DSS, ®CT3K b,

«CTPONM>» OBJIAKA
c2010r.

Softline MynbTnobnako — skocmncrema
061aK0OB 1 MHGPACTPYKTYPHbIX CEPBUCOB
c dokycom Ha knbepbe3onacHOCTb,
NEerkyro MacwTabmpyemMocTb w1
¢daHaTUUHYIO TEXHNUYECKYIO

NoAAEPIKKY.

Cpeamn Hawux KJIMEeHTOB — KPYrHble
bUHaAHCOBbIE U CTPaxOBble KOMMaHUW,
MeANaXONANHIN N PETEN,
NPOMbILWNEHHbIE MPEeANPUATUSA, a TaKXKe
opraHmsaumnu n3 cpepbl CTPOUTENBLCTBA,
NOTNCTUKW, KOHCanTuHra, T v gp.
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Kakue 3apaun pewaem

O Murpauma nHppacTpykTypbl
B Softline Cloud

Mwurpauus B obnako Softline Cloud

o/a_c}l Paspabotka cTpaternmn
*| nepexopa B o6aako

PaspaboTka niaHa nepexoja B
obnako

O 3apy6e>xHoe 0651ako
Softline

3apybexHoe obnako Softline ¢
Habopom Hanbonee
BOCTPe6OBaHHbIX NPOAYKTOB

1C onTMun3sauma mn
HacTpoMka

Hactponte n ontummsmpyimte 1C
BMecTe ¢ CodTnamH

BoccraHOoBN1€eHUe AaHHbIX B
O6nake Softline

PaspaboTka 1 HacTporika
HeobXoAMMOro cLieHapus
aBapUMHOro BOCCTaHOBEHUA

Pe3sepBHOe KOonupoBaHune
AaHHbIx MS Office 365

NMomoraeTt ob6e3onacutb n
COXPaHWUTb JaHHble

KopnopaTtusBHasa nourta

PasmeweHme gaHHbix B LLJOJax
knacca TIER [l Ha TeppuTOpUM
Poccnm B cooTBeTCTBUM C
TpeboBaHuamn ®3-152

Mwurpauusa ns MS365 B
BuptyanbHbii Oduc
Ob6nayHbI CepBNC KOPNOPATUBHON
MOYTbI, C BHYTPEHHUM
MecCeHAXXepoM 1 GannoBbIM
XpaHUAnLLEM

3awumTa ot DDoS arak

Mbl obecneuvBaem 3anuTy oT
pa3anyHbix Bugos DDoS-aTtak,
BMJOTb A0 YPOBHSA MPUNOXKEHNN
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ABa yposHa YacTHoro obnaka:

1. MpuBaTHbIN KNacTep - CTaHAAPTM30BaAHHbIE XOCTbI C ObICTPbIM
CPOKOM peanin3auum 1 3anycka no Moaeiv onnathbl 3a pecypchbl

HacTHoe
O6nako 2.0

2. YnpaBnsemoe 4yacTHoe 06/1aK0 - KOMMNNEeKCHas MHAMBUAYabHaA
yC/yra, BK/o4aeT B ceba npegocrasieHne obopyaoBaHus no
noAnucKe, a TakKe paboTbl N0 BHEAPEHMIO U COMPOBOXKAEHMIO.

AnnapaTHO-NPOrpaMMHOE peLLEeHUE,

No3BOJIAIOLLEE NONYYUTb BblAENEHHYIO, COECTBEHHOE 3ALLUTA OBOPYAOBAHMUA
OTKa30yCTONUYMBYIO, maclTabupyemyto UT- YACTHOE OBJ/IAKO @ OT U3bATUA
MHPPACTPYKTYPY, HE NpmnobpeTan Mo NOANUCKE
cobcTBeHHOe obopyaoBaHue n N0
SLA TAPAHTUPOBAHHbDIN SLA C% chKCMPOBAHI-le
LEZH] U TEXHUYECKAA Toln EXXEMECAYHbIN
- NOALEPXKA b MNATEX




YacTtHOoe obnako 2.0 S OBAAKS

Boibrpante noaxoAaWMN YPOBEHD PeLLEHUS:

o o
1-n ypoBeHb 2-N ypOBEeHb
NMpuBaTHbIV 06/1aUHDbIN YnpaBnsemoe yactHoe
KsacTep obnako
Private Cloud Cluster — ycayra laaS yactHoro obnaka ans YnpaBnsemoe yactHoe 061ak0 — KOMMIEKCHas ycayra,
3aka3uuka B BMAe CTaHAAPTU30BaHHbIX XOCTOB C ObICTPbIM BK/JtOYaeT B cebs npegocTaBneHne obopysoBaHmsa No
CPOKOM peanumsaumm 1 3anycka no Mogenn onnatbl 3a NOANWCKE, a TakXke paboTbl MO BHEAPEHUNIO U
pecypcbl vVCPU/VRAM/Data Storage/Virtualization COMpPOBOXAEHMIO. YacTHOe 061aKo npeacTaBaseT cobou
Ot 150 1.p. KOHBEPreHTHOe peLlueHne, NocTpoeHHoe Ha 6aze MO HostVM
nnn zVirt.
Ot 1 maH.
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% CermeHTbl NybanyHoro obnaka: 8 pata-L,eHTPOB, B TOM
= ymcne 1 3apybexxHble MAoLWaaKK, a Takxke COOTBETCTBMNE
152 ®3 ¥3-2 1 152 ¥3-3 n PCI-DSS.

ny6n M Ll H Oe CaHTK-lMeTepbypr

o EKaTepuHbypr
06na KO Benapych o (° o o HoBocn6Mpck
MockBa 1
MockBa 2 o
o KaszaxcTtaH
N3paunb (AnmaTbi)
(HeTaHusa)

CermMeHT nmnopTo3samelleHHoro obiaka, cepsepsl
pPOCCMIACKOro NPOM3BOACTBA, OTKPbITas naathopma

MYJIbTUCETMEHTHOE OBJIAKO
ANA PELLEHNA NKOBLIX 3AAAYH ‘ BUPTyanusaumm.

CerMeHT 3aLLmiLLeHHOro obaaka, COOTBETCTBYHOLLLEE TPeHOBaAHUAMY K
NG 3aLlLMTe NepcoHanbHbIX JaHHbIX YPOBHA 3almueHHocTn 152 ®3 Y3 2,
®™  aTaKke FOCT 57580
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Texunueckasn
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v NPOUN3BOAVTENIBHOCTb
v  HAAEXXHOCTb
v OTKA30YCTOMYMBOCTb

&

RIATAA]
RURE
U]

NMYBIMYHOE OBJ/IAKO PASMELLEHO B LLO/,
YPOBHA TIER 1l

Bce LJO/ ocHaleHbl CUCTEMOM rapaHTUPOBaHHOTO U
6ecnepeboHOro aHeprocHabXKeHns, CMCTEMaMM NOXXAaPHOW
6e3onacHOCTK, cucTeMon obecneyveHns KIMMaTnyYeckmnx
ycnoBuin paboTbl 060pyA0BaHMA 1 3ape3epBUPOBaHHON
ceTeBOW MHPPACTPYKTYpPOWN.

APXUTEKTYPA NYB/INYHOIO OBJIAKA YHUTDBIBAET
OTCYTCTBUE EAVNHOUN TOYKUN OTKA3A

Cepsepsbl, CX/, KOMMYyTaLMa, a TakKe NporpaMMHble
peleHna 3ape3epBmnpoBaHbl No cxeme 2N 1 N+1.

NMPOU3BOAUNTE/IN OBOPYAOBAHWA:

® CeteBoe obopygaoBaHume: CISCO, NEXUS.

® CepsepHoe obopyaoBaHue: DELL, Lenovo, Inferit

® Cuctembl xpaHeHua gaHHbix: NetApp, Infinidat, Huawei.

TEXHO/TOTMYECKUE NPEMMYLLUECTBA:
® 100 I'éwut/c — cea3p mexay LLO/J B Mockse.

® Intel Xeon Gold 6248R (3 [Ty) — OCHOBHOW MCMOb3yEMbIM
npoLeccop, BblaeNeHHble cerMeHTbl Ha npoleccopax 6246R (3,4
[MTu), 6256 (3,6 ), 6250 (3,9 Tw).

® 25 T6ut/Cc — CKOPOCTb MEXAY XOCTaMM BUPTYaan3aLnm.
® Tunosble guckn CX/ B Tapudax Gold u Platinum - NVMe.



NMy6banuHoe O6bnako

N,

NpenmyuwiecrBa:
@ (haHaTUUHas TexHNYecKas Q&Q My 1bT1OBAAUHbIE BOIMOXKHOCTY
M 3KCMepTHas NoAJepPKKa
— 0--0 2 Tvna knactepos — Standard n High
w2 BbigeneHHbie nepcoHanbHble ug Performance ¢ CPU > 3.0 GHz - ana
o] Customer Success MeHegxXepbl - npuaoxeHuii Tna ERP, 1C DB
- SLA C ypOBHEM AOCTYAHOCTM [MpvBaTHbIE KNacTepbl N4 pa3MeLLeHWs
e 99,982% C NYULLINMI BUHAHCOBBIMM @ BbICOKOHArpy>KeHHbIX MPUIOXKEHWN
rapaHTUAMN npoueccopsbl go 3,9 My

BO3MOXHOCTN pacluMpeHHOM
TEXMOAAEPXKKM, BKIHOUAS MOAAEPXKKY
ornepayMoHHbIX CUCTEM U MPUNOXKEHUI

CobcTBeHHas ceTb 061aKOB
B LOJ, yposHsa Tier lll, nogkntoueHme
no L2, L3
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NMy6banuHoe
N yacTtHoe obnako
Ha 6a3e Open Nebula

OPEN NEBULA — MoLyHas, HO NpocTas B
MCNOAb30BaHWY asibTepHaTUBHaA. naaTpopma
NNANPYOLWMM NPOAYKTaM BUPTYyaan3aunm ypoBHA
VMWare c OTKPbITbIM UCXOAHbIM KOAOM A
CO34aHuA 1 yrpaBJ/ieHNsa KOpnopaTUBHbIMMA
obnakamu

OPEN NEBULA obecneuvBaeT eanHoe yrnpasaeHune
NT-nHbpacTpyKTypon 1 NpunoXKeHNaImMm,
notpebieHne pecypcoB v 3KCNayaTauMOHHbIe
pacxoabl.

OPEN NEBULA obecneuvBaeT cBo604y KOMNaHNN
noTpebutenen Buptyanmsaumm ot vendor lock.

3KCMEPTU3A CODT/TIAVH noatepsaeHa
6ONbLWIMM OMbITOM Ha pbiHKe 061aKOB 1 B
MHPPACTPYKTYPHbIX NpOeKTax.

OBJIAYHAA APXUTEKTYPA coctout n3 Cloud
Management Cluster ¢ mactep-HogamMu u
061auHON MHPPACTPYKTYPbI C KOMMOHEHTAMMU,
HeobxoANMbIMUK ANA NpeaoCTaBaeHMNs 0b6aauHbIX
BbluncneHnn. ObnavHaa nHPpPaCTpyKTypa CoOCTOUT
M3 OAHOrO KnacTepa pabouen Harpyskm ¢
npoueccopamu o 3.0 Iy, noakntoUeHHOW K
BHELIHEMY XpaHuauwy Ha 6a3e SSD aunckos.



3awmuieHHoe o0baako R A
BoibrpanTte nogxoaaLmm ypoBeHb peLLEeHUS:

YpoBeHb 3alUTbl 2 YpoBeHb 3awuThbl 3

no 152-®3 no 152-®3

MpumeHsaeTca ANA 3aWNTbI C/IEAYIOWMUX AAHHbIX: MpumeHsaeTca anA 3aWnTbl CeAyOWNX AaHHbIX:

® bBuometpuueckme nepcoHasbHble AaHHbIE, CBEAEHNS, KOTopble ® O6wenocTynHblie NepcoHasbHble AaHHbIE
XapakTepusytoT pusnonornyeckme n buonornyeckne oCobeHHoOCTH ®  lepcoHanbHble AaHHbIe CyBHEKTOB MepCOHaNbHBIX AaHHbIX,
HE/OBEKA, Ha OCHOBAHVN KOTOPBIX MOXHO yCTaHOBUTbL €ro IMHHOCTL noJly4ye€HHbI€ TOJIbKO U3 O6LLI,€AOCTyI'IHbIX MCTOYHWMKOB NMepCcOHalbHbIX

® [lepcoHanbHble faHHbIe, KOTOPbIE NCMONL3YHTCA ONepaTopom A4 AaHHbIX, CO3aHHbIX B COOTBETCTBMM CO CTaTben 8 PeaepanbHOro
YCTaHOBJ/IEHUS IMYHOCTN CyObeKTa NepCoHaNbHbIX AaHHbIX, N He 3akoHa "O nepcoHasbHbIX AaHHbIX", TO €CTb CBEAEHNA O CyOBbeKTE,
obpabatbiBatoTca MOJIHbIA M HEOTPAHNYEHHbIV AOCTYN K KOTOPbIM NPeAoCcTaB/eH

®  (CBefeHvs, OTHOCALLMECA K CreL1anbHbIM KaTeropyamM nepcoHanbHbIX camMnM cybbeKTom

AaHHbIX
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3awmweHHoe obsako

...Heobxoanmo, ecnu:
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KoMnaHmaM Hy>KHO BbIMOHATE TpeboBaHmA
3akoHogatenbcTBa PO no cbopy n obpaborke
NepPCOHaNbHbIX AaHHbIX FPaXkaaH

TpeboBaHMA PacnNpPOCTPaHAOTCA Ha POCCUMNCKME
KOMMaHWK, a Tak>Ke Ha KoMNaHum, obpabaTtbiBaroLme
AaHHble rpaxgaH PO

EcTb noTpebHOCTb 0becneunTb AOCTYMHOCTb

N KOHOUAEHLUMANbHOCTb AaHHbIX, 3PdeKTUBHOE
ynpas/eHne NoanTnkamm 6e3onacHoCTu




"2 SLU light

=

&

BuptyanbHbin oclwlc B 06na|(e Softlm

CobcTBeHHas nnat¢dpopma KoprnopaTuBHOM KOMMYHUKaLun us obnaka Softline

MouTtoBbIN OnTMManbHbIU KopnopatuBHbin

e 106 nouts: * 30Tr6 nouthl « 50T6 nouthl
+ 10 I'6 NEPCOHANLHOO * 306 nepcoHanbHOro XpaHuauLLa « 506 nepcoHanbHOro
XPaHMAMLLA « 300 I'6 ob6uiero xpaHuamLwa Ha XpaHUAMLLa
e AHTUChAM TEHAHT * 1 Tb obwero xpaHmamiia
* Yarhbl Ha TEHaHT
« BKC * YaTbl
*  OdwucHbIN naket « BKC
*  AHTMCnam *  OdwncHbIN naket

e AHTMCNaM

EavHas nnatdopma VHbpacTpykTypa cooTBeTCTBYET NHdpacTpykTypa B 0bnake Softline nomoraet ¢ murpaumen,
CepPBUCOB, AOCTYMHbIX U3 TpeboBaHNAM MO XPaHEHMIO Softline, pacnonoxeHHoro B pasBepTbiBaHMEM
OZlHOTO OKHa NepCcoHaNbHbIX AaHHbIX LLOAe Tier llI N NOAAEPXKKOWN peLleHns




Penankaunsa n BocctTaHOBNEHME |

B obnake Softline

Sme B

Bo3moxkHa penankauunsa ¢ aroboro obnaka nam 3apybexHbix naatGopm
BupTyanmsaumn: VMware, OpenStack, Microsoft Hyper-V, OpenNebula,
Microsoft Azure, AWS, Google Cloud Platform, Oracle Cloud.

A Takxe ¢ poccnmrckmx obnaunbix naatdopm: VK Cloud, Yandex Cloud, Cloud
(Sber) n gp., a Takxe ¢ naatdopm KVM, Bare metal

[Mo3BONAET CHU3UTDL 3aTpaThbl HA PE3EPBHYHO MHPPACTPYKTYPY

[Momoraet 136aBnTbCA OT 3aBMCMMOCTN OT OAHOro obaaka nam naatGopmel
BMPTyaamn3aLmnm

Penankauns nponcxoanT B GOHOBOM pPeXMME, He HY>KHO OCTaHaBANBaTb
paboune npoueccol

YHNOUUMPOBAHHbBIA NOAXOA U MUHUMaIbHOE BPEMS MPOCTOsA Npw
NepeKkaoYEeHMM Ha PE3EPBHYHO NAOLLLAAKY




Pe3zepBHOe KOnNpoBaHue & 0BNAKO

M3 MHOPACTPYKTYpbl rNobanbHbIX 061a4YHbIX NPOBaNAEPOB

Veeam Backup bakan ot Kubepnporekr

® Veeam Backup pns HageXXHOro co3gaHus n nepegayun Konum ®  T'mbkuin BbI6Op XpaHMAMLLA: COOCTBEHHOE NOKalbHOE XpaHuamwe, Softline

o MynbTtnobnako nan LOJ KnbepnpoTtekt

CKOpOCTb KaK KNto4ueBorn dakTop, Korga HeobxoAnmMo cBepxbbicTpoe

BOCCTaHOBJIEHME AaHHbIX A1 BCEX BUAOB UYpe3BblYalHbIX CUTyaL I .
Mopaaepixka pasnnuHbIX NIATPOPM (POCCUMNCKMX U 3anagHbIX) Ana H63kana

. A .
CHM)KEeHMe PUCKOB MO JOCTYMHOCTM U COXPaHHOCTU NMPUAOXEHUI U B Softline My/ibT1oBAaKo

AaHHbIX
® bBe30onacHOCTb U COXPAHHOCTb JaHHbIX 3a Npegenamu PO, kotopble ®* Mpocrtasa n 6bICTpas HAaCTPOWMKa PEe3ePBHOMO KOMMPOBAHWSA AaHHbIX 060N
obecneumBatoTCca rapaHTMaMy 06aayHoOro NnpoBangepa U COOTBETCTBYET CNOXHOCTY

TpeboBaHWAM MeCTHOTrO 3aKOHOAATeNbCTBA
Bakan Office 365 nosBosseT n3bexaTtb prcka NoTepu AocTyna K YHUKanbHaA 3awmTa OT BMPYCOB-LINPPOBabLLKOB

davinam Office 365
® CootBetcTBue TpeboBaHmam perynatopos PO: TOCT P 57580.1- 2017, ®3-
152 n ®3-187
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XpaHunaunuwe S3 o O ) O

[MNepKOHBEPreHTHOE XpaHuauLle gaHHbIX B obaake Softline

1
NOBBIE AAHHBIE: - ®AWJIbl IFOBOr0 OFbEMA:
HeCTPYKTYypupoBaHHbie danbl, rMnepkoHBEPreHTHoe
0b6bekTbl, n306paxxeHuns, BUAEO, XpaHuuLLe nmeet

MNPOrpaMMHbI KOJ, apXMBbl, HeorpaHM4eHHbI 06beM
AOKYMEHTbI 1 T.A,

Camble nonynspHble CLEeHapun:

XPAHWWLLE 4019 ws— XPAHWIULLE ANA XPAHWVMLLE 4118
' HECTPYKTYPVIPOBAHHbIX 22, PE3EPBHbIX KOM e~ PE3EPBHOIO
NAHHbIX ~ (BACKUP) ©  BoccTAHOBNEHVS CoPT




MYJ1bTH

XpaHvnuwye S3

[MpenmywecrBa

[MBKOCTb U MacWTabmnpyeMocCTb

Bbicokasa A4OCTYNMHOCTb

be3omnacHOCTb AaHHbIX

[lpocTOTa B UICNONB30BaAHUM

JDKOHOMMYecKasa 3PPeKTUBHOCTb

[lpo3pauHble naaTexu, 6e3 Tapudpukaunm Tpapmka
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Dedicated
Infrastructure

ApeHpaa
BbICOKOMPOU3BOAUTE/IbHOIO
cepBepHoro obopyaosaHua

MOHUTOPUHTI U
24’7 TEXHUYECKAA NMOA4AEPXKKA

24x7x365

Dedicated - npepgocraBneHne dunsmnueckoro
cepBepPHOro u ceTeBoro obopyaoBaHusa B apeHay
C BO3MOXXHOCTbIO pa3mewteHusa B LLOJ CodTtnamnH
AN Ha TeppuTopumn Bawen opraHmnsayum

000
000

B apeHay soctynHbl Takme cepsepbl kak: Inferit, HPE, Dell, CXJ, HPE n
Huawel, kommyTaumnoHHoe obopygosaHume Cisco n Brocade

dOrKcnpoBaHHbIV NAaTEX 3a 06opyAOBaHME Ha BCE BPEMS KOHTpaKTa
MWHMMabHbIV CPOK apeHAbl — OT OAHOMO MecALa

f'mbkoe MaCLLITa6I/IpOBaHI/Iei BO3MO>XXHOCTb U3MEHATb Bbl6paHHyI-O
KOHCI)I/IpraLI,I/II-O B npouecce skcnayataynn, ,u,o6aBm'-|;|, 3aMeHAA "
OTKa3blBaACb OT KOMMIEKTYHOLLNX

Bo3MOXHOCTb Bblkyrna obopysoBaHMs, a nocsie 36 mecsLes
HenpepbIBHOW apeHAbl Bbikyn obopyaoBaHusa - 1 200 pybnen

Bo3amoxkHOCTb apeHabl nueH3ni MO 3apybexkHbIX BEHAOPOB
Cpokn npegocTtaBaeHmns obopysoBaHNsA — OT OAHOWN Heaenun

Bce Tpu Tvna obopyaosaHua: cepsepsbl, CX/[, 1 KOMMYyTaLMOHHOE
obopyaoBaHue AOCTynHbI K apeHae kak B IO/, Softline, Tak 1 Ha
nioLazKe 3aKkasumka



Dedicated Infrastructure

N,

...BaM noaxoauT, eciu.

S

HeT cobcTBEHHbIX CEPBEPHbIX MOLLHOCTEN MO,
KPaTKOCPOYHbIe, BPEMEHHbIE MPOEKTbl UM
TeCTUpOBaHMe

HepocTtatoueH 6roaxeT Ha NnpuobpeTeHme
obopyaoBaHua nan ectb TpeboBaHMe NO NepeBoay
pacxozgoB Ha IT B OPEX

HeT cobctBeHHbIX IO nan HeT BO3MOXHOCTH
pa3meLlaTtb n 0bcnyxnBatb HOBOe 0bopyaOBaHMe

ECcTb HEOBXOAMMOCTb XpaHEHMA AaHHbIX 3a
npeaenamu noKaabHbIX MNAOLWAAOK M 3aliMTa OT
N3bATUS

Heobxoammo onepatMBHO HapacTUTb CEPBEPHbIE
MOLLHOCTY 6€3 ANNTENBHOIO OXUAAHUSA OTIPY3KM
obopysoBaHuS

EcTb B nnaHax ueHTpanansayms
MHPPACTPYKTYpPbI, B T.U. C NICMOJIb3OBaHNEM
npoaykros MS

Heobxoanmel 6ydpepHble MOLLHOCTY NOA,
MUrpaumio B 061ako/Ha HOBYHO

MHPPACTPYKTYpPY

TpebyeTca NOBbICUTb NPON3BOAUTENBHOCTb
Tekywen IT-nHbpacTpykTypbl, B 0COBEHHOCTH
cepsepos nog 1C/ERP/B/,

Heobxoanmo obecneuntb SLA KpUTUUHBIX
613HeC-CEPBNCOB N CHU3UTb PUCKM NPOCTOEB,
CBA3aHHbIX C pa3MeLLeHmeM B COBCTBEHHOM
LoA
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COLOCATION OT SOFTLINE 3TO:

® LWwnpokasa reorpadus: 40+ aata-LeHTPOB MO BCEY
cTpaHe — o1 CaHkT-lNeTepbypra Ao BaagmBocTtoka

o
Co I ocatlo n ® HapéxHoctb: Bce LUO/J cooTtseTcTBYHOT YypoBHIO TIER

® TapaHTum: SLA ot 99,9% ¢ prMHaHCOBbLIM MOKPbLITUEM
PUCKOB HEAOCTYNMHOCTN 060pyAOBaHMSA

® [MBKOCTb: BO3MOXHOCTb pa3MeLleHns 0bopyaoBaHMA
MNO-FOHUTHO M NO-CTOEYHO

® KoMMAeKCHOCTb: BO3MOXHOCTb MOCTPOeHMs Ha baze

x LLO/J, B T.4. perMoHanbHbIX, NyOANUYHbBIX M YaCTHbIX
Ycnyra no pasmelleHuno - 0b1auHbIX reopacnpesenéHHbIX peLleHunit
obopyaoBaHuUA

B KoOMMepyeckux LIOJ ® NHanBunayanbHbIN MNOAXOA: BO3SMOXHOCTb Pa3MeLLeHMA
0bopyaoBaHNA B 30HE C OTAENbHbLIM OrpPaXXgeHneM,
npeAoOCTaB/ieHNE BblAeNeHHbIX KaHaI0B CBA3W, apeHaa
Ayeek nog 3TN n 1.4.




O6auHble
CepBUCbI 3alMThbl
oT kKubepyrpos

BbiaeneHHbin ADDoS Ha ypoBHAX L3-L7 +
AHTN-boT - 3alNTUT Bally MHPPACTPYKTYPY U
npunoxeHusa oT DDoS-atak n BpeOHOCHbIX
aKTMBHOCTEN 6OTOB

Security Operation Center (SOC) - cepsuc
KPYrn1OCyTOYHOrO MOHUTOPWHTA, BbIABAEHWNS U
npesoTBpaLLeHNs Knbepyrpos:

MNpepoTBpaLLaeTt yuepb OT AeNCTBUM
3/I0yMbILUJIEHHWNKOB

[M03BOANT BbINOAHNTL TPEOOBaHMA PEryASTOPOB B
obnactn Nb

ObecneumBaeT MOHUTOPUHT N 3PGEKTUBHBIM KOHTPOIb
coctoaHuma Nb 24*7*365

BbisiBNSIET 1 OnepaTUBHO pearnpyeT Ha MHUWAEHTDI
Knbepbe3onacHOCT B peEXNME PeasibHOrO BPEMEHM

WAF kak cepBuc — Web Application Firewall kak
cepBuC:

MNpoBepét aHanms HHTP/HTTPS tpaduka

3aWwmTNUTb Balln NPUIOXEHNSA U CEPBUCHI OT
skcnayataumm yassmmocteu, yrpos OWASP TOP 10
aTak HyJIeBOro AHA

YcTpaHuTt yrpo3bl 6e3onacHocTn API

[pockaHupyeT Ny6ANYHbIE pecypCbl Ha Haanune
YA3BMMOCTEN



KAKUE 3A0AYN PELLUAET:

® YnpasneHve obaayHbIMU pecypcaMmn n pacxogamu B e4MHOM

K.l'l nHTepdence.

ayAMaCTep ®  AHanm3 3pPeKTMBHOCTN UCMOAb30BaHUA obaauHon UNT-
MHPPaACTPYKTYpPBbI.

* OntMmMmsauma NCcnonb3yemMblx pecypcos 6e3 notepwu

FinOps-nnaTcl)opma ANS MPOW3BOANTENBHOCTW.

® CHMXeHMe pUCKOB Nepepacxosa 6roAXeTOB 1 KOHTPO/b 3a
ynpasaeHnsa o61auHbIMU Decypeami

3aTpaTamMu

K/TFOYEBbLIE BO3MOXXHOCTM:

®* TMoaanepyxka NybANUYHbBIX U NPKYBATHbIX 061aKOB
100% npo3payHOCTb B UCMOJ/Ib30BaAHUM AAEP y P

@ 06/1auHbIX pecypcos ®  KOHTpOAb MCNoAb30BaHWA 0H6aa4YHbIX PeCypCcoB
7 N OTCAEXNBAHUN 3aTPAT MO KaXXa0My °

OI3OBATANIO KoHTpoab pacxosoB Ha obiauHble pecypcsl

/I KOHTpOAb NCNOAHEHMSA BHOAXKETOB,
.d:[l. ontuMmnsaums 3atpat 4o 20% 6e3
KPUTUYHBIX N3MEHEHWNI B obiake

Yandex Z Cloud SOft S Senaxo vmware

@ AstomaTtumzaums go 100% pyTUHHbIX onepaunin
{95 n paboumx npoueccos Npu pabote ¢
obayHbIMK Cpegamm

N
A Microsoft Azure dWsS @ == openstack.

VMware
Cloud Director™

+ JIOBOE BALLE OBJIAKO
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NMpo6nemartunka:

TpeboBanca KOHTPO/b 1N ONTUMMU3ALLMA 3aTpaT

N pacxoAoB Ha obnauHyto VT-nHbpacTpykTypy, BKA. pacxoibl B
npouecce cbopa AaHHbIX A9 GOPMUPOBAHNA OTYETHOCTM (601bLLION
obbem nosb3oBaTenen 1 NCMNoJib3yeMbIX PeCYpPCOB).

OnTnMusauua saTtpar ERCLIUEEIT

v Ayant nHGpacTpyKTypbl

Ha 061'Ia|-| Hyl'o v Pa3paboTka cTpaTternm Murpaumnm u ganbHernlas Murpaums B

o06.1ako

7 H¢pa CprKTypy v' TectmposaHuve 1C B obnake ¢ anrpeiisioM B 4acTu

XOCTOB/CepBepOB

KOMNaHNM v' TocTpoeHue rmbpuaHon nHdpacTpyKTypsi
PeweHue:
«PocBoaoKaHan»

YacTnuHoe pasmelteHune B NnybanyHom laaS n yactmuHoe
pa3melyeHmne Ha cepBepax Dedicated

Pe3synbrart:

MoBbicnnack 3PpHeKTMBHOCTb MCNOAb30BaHNA obaauHon UT-
NHbpacTpykTypbl 6aarogaps FinOps-naatdopme,
MUHUMM3MPOBaHbI PUCKM BO3HUKHOBEHUSA Nepepacxoga UT-
6roZ>KeTa 1 3anyLeH HenpepbIBHbIN KOHTPOb 3a 06aa4HbIMK
pacxozamu.




KomnaHua «ToproBas
naouwiaab>» HapacTuia

cepBepHble
MOLLHOCTI
no moaenu Dedicated

NMpo6nemartunka:

TpeboBanocCb BHEAPEHME HOBbIX YUYETHbIX CUCTEM, CUCTEM
ynpaBaeHusa MHGPaCTPYKTYpPOn, Pas3BUTUM CepBUCA MODBUABHOM
TOProB/An B CBA3M C pacumpeHnem busHeca. CyuecrByrowein UT-
MH}PaCTPYKTYypbl OKa3a/1oCb HeA0CTaTOYHO.

PeweHune n pesynbrar:

Softline B KpaTuanwmne cpokm NnpegoctaBua Heobxoanmoe
obopypoBaHue 3aka3zunky no mogenu Dedicated, uto nossoamno
n3bexkatb KanuTaiabHbIX 3aTpar.

3aKa3uuk:

v Tlonyumn TexHNYeCKyro noaaep>kKy 24/7 n BO3MOXHOCTb
3aMeHbl BbllLeALero n3 ctposa obopyaoBaHus.

v [loctur ToukM pocta br3Heca 3a cUeT BHeAPEHUS HOBOM
YYETHOW CUCTEMbI, CUCTEM YrpaBaeHna MHOPACTPYKTYPOU U
Pa3BMUTUA MOBMABHOW TOProBAM Ha apeHAOBaHHOM CEPBEPHOM
0bopya0BaHNY C MUHUMAabHLIMU GUHAHCOBLIMU BIOXEHNAMMU



Npo6bnemaruka:

PacwupeHne napka cepBepHoOro
obopyaoBaHua B UT-nHdpactpyktype
KOMMaHuw

NepeHoc UT-
MHPPaCTPYKTYPbI

Pe3ynbrar:
MNonHas murpaums scen nHdpactpyktypbl K TOYHO 3a 1

rK TOLI Ho B oGnaKo MeCAL B HECKOJIbKO 3TallOB.

o 1. MaaHnpoBaHne HeobXoAMMbIX BUPTYasbHbIX PECYPCOB U
SOftI ine pacyeT COBOKYMHOW CTOMMOCTW BAAAEHUS.

2. MoarotoBka BMPTyanbHOU cpeabl cneumannctamm Softline —
HaCcTpoOWKa MapLipyTM3aLmMn 1 NPaBUA MEXCETEBOrO dKpaHa.
3. CoctaBnieHne naaHa nepexoga oT «Pruanyeckom»
MHOPACTPYKTYPbI K BUPTYaNbHOM N €ro MCNOJIHEHNE.

4. VicnpasriieHne ApJibIKOB, CCbIJIOK Ha CEPBUCHI U T.4. Ha
KnmeHTcknx APM.




KomnaHua
«KpacHopgaparpoanbaHC»

pa3mMecTusia 4yacTtb
UT-nHdppacTpyktypbl
B obnake Softline

NMpob6aemartuka:

BbicOokme pacxoabl  CPOKM MOCTaBKN CEPBEPHOTO
obopyaoBaHus

HeobxoanmocTtb BHeapeHusa NT-cepBncoB n cosaaHune
HageXHOW NHOPaACTPYKTYpPbI

PeweHue:

laaS pa3meLLeHne ¢ BOSMOXHOCTbIO r’MOKOro
MacLWTabMpPOBaHUA - KINEHT MOXET ONepaTuBHO
£06aBUTb NAn ybpaTb TpebyeMble MOLLHOCTY, Peryanpys
TeM cambIM pacxoabl Ha UT. Takmum obpa3om, 3akaszumk
NAaTUT NO GakTy NCMNOJb30BaHUA PeCypPCcoB

Pe3ynbrar:
3aKa3umk oNTUMMU3NPOBAN Pacxosbl Ha 0bopyaoBaHME U
noay4Ynn crabunbHylo, 1erko macwtabupyemytio

UHPpaCTPYKTYpYy.



Evgeniy.Vetokhin@softline.com
cloud@softline.com
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